CSR Creation and Installation for cPanel

How to generate a CSR in cPanel

The following instructions are for cPanel 11. If you have a different version of cPanel, you will go through a similar
process but you may need to ask your web host for specific instructions.

1. Login to your cPanel control panel.
2. Find and click on SSL/TLS Manager.

3. Click on Generate, view, upload, or delete your private keys.
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The 55L/TLS Manager will allow you to generate ssl certificates, signing requests, &
secure vour website. 551 allows you fo secure pages on yvour site so that informati
are sent encrypted instead of plain text. It is important to secure your site's login &
where sensitive information could be sent over the web.

Private Keys (KEY)

Generate, view, upload, or delete your private keys.

Certificate Signing Requests {CSR)

Generate, view, or delete S5L certificate signing reguests.

Certificates (CRT)

Generate, view, upload, or delete 551 certificates.

Activate S5L on Your Web Site (HTTPS)

Setup a S5L certificate to work with your site.

4. Scroll to the bottom of the page to the Generate a New Key Enter the domain you want to create an SSL
Certificate for in the Host text box or select the domain from the drop down menu. This should be the name

through which the certificate will be accessed (usually the fully-qualified domain name, e.g., www.domain.com or

mail.domain.com)

Generate a New Key

Host :x3demub_cp>{3damn.cnm nrfodemnh.cpxidemu.cnm j
Generate

Click the Generate button.

The private key will be saved in cPanel so there is no need to copy it. Click Return to SSL Manager.
Click on Generate, view, or delete SSL certificate signing requests.

In the Generate a New Certificate Signing Request section, enter the following information:
Host - The domain that you entered or selected when generating the private key.

Country - If needed, you can find the country code here.

State - The state in which your organization is located. Do not use an abbreviation.

City - The city in which your organization is located.

@ Nou



Company - The legally registered name of your organization/company.
Company Division - The name of your department within the organization (frequently this entry will be listed
as "IT," "Web Security," or is simply left blank).
Email - Your email address where the CSR will be sent.
Pass Phrase - Make up a password to be associated with the certificate. You will need to remember this
password later.

Generate a New Certificate Signing Request

Hustl x3demob.cpx3demo.com j

——
Country | U5 @:

State Utah

City | Lindon

Company | Company Name, Inc.

Company Division IT

Email | your.emaili@domain.com

600666

Pass Phrase ; YourP@ssword

Generate

* You must generate or upload a key before you can generate any certificate

9. Click the Generate button. The CSR will display in the window.
10. Copy and paste into a text file and for our process.

Installing your cPanel SSL Certificate

The following instructions are for cPanel 11. If you have a different version of cPanel, you will go through a similar
process but you may need to ask your web host for specific instructions.

1. Login to your cPanel control panel.

2. Find and click on SSL/TLS Manager.

3. Click on Generate, view, upload, or delete SSL certificates.

4. Under the Upload a New Certificate section, click on the Browse button and find your Primary Certificate
(yourdomain.crt) that you downloaded in the first step. Or if you have copied the contents of your primary
certificate from the email, paste it in the box labeled: "Paste the crt below". To access the text version of your
certificate, open it with a text editor. When copying and pasting your certificate, include the BEGIN and END tags.



Now

Upload a New Certificate
Paste the crt below:

ar Choose a .crt file: [ Browse... )
Upload

Click the Upload button.

Click Go Back and click Return to SSL Manager at the bottom of the page.

Click on Setup a SSL certificate to work with your site. If this option is not available, your web host may
have disabled it. You will need to contact them about how to install the Intermediate certificate.

Select the domain you are using from the Domain drop down menu. The system will attempt to "Fetch" the SSL
Certificate and private key for you. If this doesn't work, you may need to contact your web host.

In the box labeled Ca Bundle paste the contents of the Intermediate certificate.



Install/Update A SS5L Host

Domain ®3demob.cpx3demo.com
Ip Address 198.66.92.13

Certicate (CRT)

The crt may already be on the server.
You can try t0  Fetch | it or paste the entire .crt file here:

EDADOBgNVBAETE2Z5b3 IpZGEXEDADBENVBACTE2 JyYWSkb24xDDAKBEZNYBACOTAZFZ
ZDEPMARGALUECxMGY XNKY XNEMREWGWY DVOQDExRAM2R1bWY i LmNwe DNk ZWLv LmNy
BTEeMBwGCSgGSIDIDOEJARYPY XNKYXNKOQHA 1d3UuY 29 tMBAXDTA4ANDCyMTASMDU L
MFoXDTASMDCyMTASMDULNFowgYBxCzAIBENVEAYTANVZMRAWDEYDVOOQ IEWdmb Gy
aWRhMRAWD Y DVOQHEWd 1 cmFUZGOuMQwwC g Y DVQOKEWHhc 2Qx Dz ANBZNVEASTBmF 2
ZGFzZDEdMBsGALUEAxMUeDNkIW1vYi5jcHgzZGVibyS jb2@xH]jAcBgkghkiGIwEE
COEWD2FzZIGFzZEB3ZXdILmNvbTCEnzANEgkghk iGIWBBEAQEFAADE ] QAWEYKCEYEA
GL7/zBALELLExWImdVYu3IPebSchbB7UETEFFA/ U240 uzalBHL Isntlud/Ygsy5GFb

Key (KEY)

The key may already be on the server.
You can try (0 Fatch |it ar paste the entire .key file here:

MITCXgIBAAKEEOCT35WOCONEZNvHxdw 1 3A0MVWaVAZBE T tCRSNGUPWWNYEBNMoZR S
RhbFrRTSY2PCakY6AL rkX1FKWCTCzteEfkKsbQakKvvYfoF2Whxs1L fevmatHylj
kJsSEHjEHRCYSQu7b5z310G+sHMDHIuCCzkvms i 55z 0HgufEzMbY zRr5zkQIDAQAE
ACGABVMEIEFuIlntvPnyeeTzlgazMmd Tk GukrvRt/ cVmBzHY uwv /VaBrGMLabR
DCbUeCt268o02qPDavIUblypsdgek+0ZoVa9xxS5RHT SBAPHKCOODWIz5Yi91p3byw
XAOWKaZCiC1CkceeQUpx2tuo3df/ijtEuQ638cObNCMEFAX / NCEIAEHACGZp0 YT a
TLgrsmHnAkEAxkkyYPSKIYSWkE/ p79xX]GmspdoPAIxtnudbllz7pnzepQM+radtj
CZlv5at2FnyBE301aifXGcICDtYrkett/ xwlBALa+LERRS icODfdf+1ULTIyyBMEY L
Sm+EfYd84 IdPdayKiGGiSX5XDAlefwlAZLFrRww/ iFHIBEYXRVABKW Imh8CQ0OCE

Ca Bundle (CABUNDLE)

Paste the ca bundle here {optional):
----- BEGIN CERTIFICATE-----

EDADBENVBAETEZZsb3 IpZGEXEDADBENVEBACTEZ Iy YWikb24xDDAKBZNVEAOTAZFZ
ZDEPMABGAIUECKMGY XN Y XNEMROWGWYDVOQDExRAMIR1EWS i LmNweDNkZW1v LmNy

10. Click Install Certificate. Your SSL certificate should now be installed, and the website configured to accept
secure connections. You or your web host may need to restart Apache before it will work.

Manual Intermediate Certificate Installation

If the Intermediate certificate was not correctly installed using the above instructions you may need to install it
directly in Apache. If you do not have access to the Apache configuration files you will need to have your web host or
administrator follow these instructions to install the Intermediate certificate:

1. Locate the Virtual Host File:
On most Apache servers the Virtual Sites are configured in the /etc/httpd/conf/httpd.conf file. However, the



location and name of this file can vary from server to server -- Especially if you use a special interface to manage
your server configuration. Another common name for the file is 'SSL.conf'. If you open the file with a text editor,
you will see the configurations for the virtual hosts that are housed on the server. The virtual host configurations
are probably found near the end of the file.

Identify the secure Virtual Host for your site:
Locate the Virtual host configuration for the site you are securing. It will have the proper name and IP address
(including port 443).

Configure the Virtual Host For SSL:
cPanel has already setup the first three SSL configuration lines for you. Now you will edit your Virtual Host
configuration by adding the 'SSLCertificateChainFile' line below (this line is bolded).

<VirtualHost 192.168.0.1:443>

DocumentRoot /var/www/htmI2

ServerName www.yourdomain.com

SSLEngine on

SSL CertificateFile /path/to/your_domain_name.crt
SSLCertificateKeyFile /path/to/your_private.key
SSLCertificateChainFile /path/to/IntermediateCA.crt

</VirtualHost>
Of course, the path and names of your certificate files may be different. When typing the path for your
SSLCACertificateFile, type the path and filename you plan to use when saving your intermediate certificate. It is
generally advised to save your intermediate certificate in the same directory that cPanel already saved your
primary certificate to.

Save the changes to your configuration file.

Save the Intermediate Certificate file to the Server:
Verify that the Intermediate Certificate file is saved to the path you configured above.

Restart Apache.



