CSR Creation and Installation for HSphere Webserver

How to generate a CSR in HSphere Web Server

1. From the control panel home page, click on SSL, then enable SSL for the domain you are securing.

2. Go to the next page, 'SSL Certificate Signing Request Parameters'. Fill in the blanks that exist, if any, and click

Submit.

State (if other)

Site Name ]katon.psoﬂ.net |
e-mail |katon@psoft.net +
Company |Positive Software +
Organization Unit || !
Locality ]Austin *
State | Texas

| +

Country

]Uniled States

4|

Submit

3. This will generate three files: A Certificate Signing Request (CSR), a Private Key, and a Temporary SSL
Certificate. You must save the Private Key and CSR and store them as text files in a safe place. They

are necessary later for the installation of your SSL certificates.



MITB1zCCAUACAQ AW Z YxC e A B WEAYTA LVEN3wC QY IVODIEwIOOTENMASGLL UE;-: i
BxMETHZpdjEaMBgGA1 TECKMRUGO zaXRpdnlgl2 SradHdhcwlx F 1 AUBgNVE AsTDUSw |
ACBEecGViablZpiioxFz !‘FBQWBAHTDIIEHB dySpaiisdml ZLnVhERdvHAYIKo ZThwel
AQKBFg9r YERvhkBuc? SndCSu 20w 28wl 0YIE0 2 ThveHAQE BRQAD g YOAMIGIAoGE |
AMPH1ifPi43chhkUct i s UNESg2 NCATNVubE 1 RuNHz 1 2RI0nJ inl 297 IRN4+1134i0)
o/ 0+ySgV1HE1X5Ludvvug/ gP 3bieulin?CBx52 UCIe YgwoR InBL 2 ZPUgTO fNhaGu
RZSVNNFPsFs/sajduxIlcb4HIBEr0SpyUSTPvH 60t U AGHE AAGOAD ANBgkghkiG.
940 B AQQF AAOBgQC3 vwihdo I LNA0 THVE U3 I TZEckvyC s/ MY e x0t kGEaddhZdLY
Hgab ISy TFONL e DGLD/ DEGoELaRNOU L Evr 2 YCkHRnnx RV B 6 10T ke 1 Pgrjrkﬁ'rk:_:ﬂ

————— EEGIN RSA PRIVATE KEV----- -
MIICHgIBAAKBgODDLp Tned+ 662 SFHLAe TV lukgt 10g0eVeG35Un jRE49KSNIvYp
Qe vETLoiNdkIPEPakoFLRxVSTib770P619243 L Sungeed Lgi XGINPUA9SgX
2WTLgk! ¥XeVahatmll TRTVBLP TG0 baS I G+B2 QX609 qe 1P Ue Txd+ 3 VP uIDAGAR
AoGACTEREUTUZ o COXUHD R famS T4He PeOD I/ SpepBGhrvRL 44/ RETOix 1 fepnlie
ATALIZz0BimeOVINZ 62/ Sc i ZENELaGURAYOCVETwRC+0/ 3+BRAIFE Ak UoBDhy | |
NaCPolee/ InEl/ +oxnRURhIVEda TIJ6 1 3 kI ulagP eNe DY RCOODmgE LMD LpdiBeOl
GI20CHHg Tpx93 4 UUER 1LoMRTuuuPkSISKATT) ASULCdA hgll/ DEAUHREXE +RaTeJ o
Jally brSNAKEA2 Y CkEKvEOSu+hFeR+B+ 1 HD2 a0/ Sub T3 LhSURZ 4V VG Y hyleg2
OHcYHQYEQxénﬁPEGEEsZUImaHYDuQQZrEwJB&J?THEUSSaEIngevaTfQDyﬁhCTgﬂ

mmmmm BEGIN CERTIFICATE----- &
MIICwiCCAiughwIBAiyIBATANBykghkiGouOBAQOF ADBRNOS vCOYDVQOGEWIVOTEN | |
MAsGA1UECBMETH Zvd3 ENMASGALUEBxME THZvd  EOMANG A1UEChMF UHNVZnQxDTAL
BoNVEAMTBESSZcwHhcNMDE wNz Ay HTYxOTUOWhcND IuNz Ay NTY20TUOWCE11EL
MikG A1 UEBhMCVUERC z AJBgHVE Ag TARSENQOWC wYDYOOHEwR Heire 12 HRowGAYIVOOK
ExFQb3NpdGl2Z5BTo2 2042 F y ZTEVNBOGA 1 UEC K BN TmO0 THN w ZWlp Zm ] L ZDEXMBUG
A1UE AxMOd3 3 L 1 pLamx 2 e XY udVEx Hi AcBgkahkiGOw0BCQEND2 thdGouoHE k2 20
LS 1 dDCEnz ANBgkohk i 62wl BAQEF ALOE § Qlug YkCoVE AudalIS+P jehtuRRy3 X01
ThpKr¥0IDs1EBt +VG40E0PZE 1SomEEVnd shES 6 13d CD+170 KBlc TVEKudte++6D
+0/ duNESehsTHENZ Y 1% 1DD 1Kfe YFS 1kSapP182GobEp LI TO0T+ulz+xN2 TE1Vx |

Submit Quey |

4. Copy and save the CSR into text file and for our process.

Installing the Primary SSL Certificate file (your_domain_name.crt)

1.

2. On the control panel home page, click on SSL. Enter the Web Service area and click on the Edit button under

3. An upload form will open; in the box labeled 'Install Certificate based on previously...'
Primary Certificate File (your_domain.crt). The certificate can be opened with a text editor like Notepad. Include

Save the Primary and Intermediate Certificate files you received to the directory where you saved your certificate

and key files.

SSL.

the BEGIN and END tags (see example below) -- Upload it.

, paste the contents of your



Domain
Name:

your_domain.com

Certificate File:

Install
Certificate
based on
previously
generated
Certiticate
request

**NOTE: You must also install the intermediate certificate (using the instructions below) before browsers can
properly authenticate the certificate.

Installing the Intermediate SSL Certificate file

In a similar manner, paste the contents of the Intermediate Certificate File to the 'Certificate Chain File' box. Some
versions of H-Sphere label this box 'Certificate Authority File'. Click on Install.

=

Certificate
Chain File

Install

Your certificate is now properly installed. Make sure to keep backup copies of all your key and certificate files in a
secure place. This way you will be able to restore your SSL Certificate if the server crashes.



