iPlanet CSR Creation and Installation
How to generate a CSR in Netscape iPlanet Web Server

1. Ina browser window, log in to the web server and choose the server you are securing.

Preferences Global Settings Users & Groups Security

Select a Server: [ipioner 5] [M8nsge |

Server Root:/usr/netscape/serverd/https-iplanet
Hostname: iplanetdigicertcom

Port: 443

Error Log: /usr/netscape/serverd/https-iplanet/logs/emrors
User: nobody

DNS: off
IP Address: 192.4165.232

2. On the Security tab choose Request a Certificate.



Request a Server Certificate

€ New certiticate.
€ Certiticate reneval.

| You gan also soo a list of available cortificate authoritios.

Sulmit to Certifivate Authority via:
® CA Dmail Address: |
© AL e |

Select the medule to use with this certificate,
Ceyplographic Module: |M_NIIWB

Key Pair File Passvord: |

MW certificate, you should read the overviey: of the certificate va'-'\d“;
detailed steps on ore distinguished name which you should enter ou
proper authoriz %mw&mmﬂuuwwtahmwmemlmam&

Hequestor mame: l
Telephone mamder: |

Commmrin e © I
Bmall address: |
Organizalion: |
Organizational nit: |
Lecality: |
State or Previmce: |

Countuyl l_

3. Fill in the required information. When you click OK, the CSR for your SSL Certificate will be emailed to the
address you specify.



orver +.1 I | S < rver Manager

Progr:

Tour certificate request has been zent.
Vhen the cesponse arrives, you can use the Install Cerctificate page ©o put it in place.
A copy of the certificate regquest has been zaved in the file;

Jewplwailtnp. 7497

Toi admingdigicernt.com
Sub)ecc: Cercificate request
Ematl: admingdigicent.com

Vebmascer: admingdigicert.com
Phone: O

Common-name: Iplanet.digicert.com
Email: adminipdigicert.com
Crganizationt DigiCert
Org-unit: Suppoct

Locality: Lindon

State: Utah

Countzy: US

----- SECIN NEV CERTIFICATE REQUEST-ew-e
RIIDLDCCAROCACAWIDEL RAKGAL UEBRRCRO IxE ) ACBGNVDAGTCV Ivent saG L yITER
MASGALIUEBxNIQnIhIGIvenOx D ANBQNVEAOTENVD Wk t EQRAAGAL VECx NHUIVY
cCOVADIDNBRCAL UEAxRIAXBYUS 1405 b2 1vICEubalON ICE NADCC 2qGS ILIDOED
ACUAAAGADC D AQKEGOD TYROXaTVICL Te ) JD0nU 1 widd Jul0Kgb IVXc 62r nTASWRIT
piIROXAsbwNE2V1S42gPobolaneNHgl JED7Xe H2 OgPegendteliNzol 10/ 7 179D T
TeUT? IengHUOLSyX6c0/ +3q 1 knpql Iz b TeCy JCCORMITI Byl weOeCe T2 1 REVID
AQABOAAVDOYI KO I IRveNAQEEBQADGYEAL YXERTAD2 GXCBLESgU¥qpt Uhet 4D 1oAY
LRcZFD YOLUVWD tehSSROnNye 6012970/ ndORK L 1 InNTEPwI30Ye DAS I OSTVNTAC
281 3BT arxkIL/ KPaC TG 1 +BbSKICwO s RS hal nzNg i UIOymAS v kP 6UT£DESRLIL
JAacxbpXTaN=

=eeasEND NEV CERTIFICATE REQUEST--u--

4. Copy and save the CSR into text file and submit to us for our process.

How to install your SSL Digital Certificate
1. In the Server Manager, choose the server you are securing.
2. Under the Security tab, go to Install Certificate.

**Note: For the certificate to function properly, the following steps must be completed in the

correct order. Do not shutdown or restart the server until all steps below have been completed.
3. Install the Root Certificate:

Click on Server Certificate Chain.

Copy and paste the text of the TrustedRoot.crt certificate into the message text box.
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Preferences Programs Sarylels 1y | Style Content Mgmt

Install a Server Certificate

Certificate For:
© This Server
& Server Certificate Chain
© Trusted Certificate Autherity (CA)

Select the module to use with this certificate.
Cryptographic Module: |W(Mla

Key Pair File Password: [

Enter Certificate Name ONLY if certificate is mot for 'This Server'.

Certificate Mame: |

© Message is in thie file:

|

& Message text (with headers):
=====BEGIN CERTIFICATE=====
LIDATCCALZQAVIBAQILAGAAAALALIRLY JAUWDOYIKo2 IRveNAQEERQAWY tELRAKG
IUVEBhACORUxGTAXBGNVEAOTEEAsbI IR INpIZ 4gbnTecl ExEDAOBGNVDAS TR 1Y
3QQLOEXGEATBONVEANTE Kdsh2 JAL YN 22 4gUeovACBDOTAe FYOSODASDEXN) A
MDEAF vOXNDAXR ) gu NI AVRDEARFcxC2 Al BgNVEAYTARIF RERVF v YDVOOKEXBMOGD
[TUxTa¥du G52 LINKERAvDGTDVOQL EwdShI S0 IINBRRs wGOTIVOCOEX I DGR TUXT
[aW¥duIFIvE I QgQUOEveoE L HADCC SqGa I I DQEBAQUAAA IBDwAvQUEKAD IBAQDADUAT
Je6340+KEvxi4Rlasp 1N/ Egal L 1K+ ENL YéarymAZavp
[xy0Syéac THANO TOKEROVIU/ 434ASRUBUCT 1 DuxC 7Y/ O1S8pr 94GIVNTCOXN s8kHp
1V J20XEV ) kAbeYE15 1D Fp124b Infn/ k8 yuXS L LUSPII4 LebedCETRGER Y odd s

l C=] [Pt |

Click on OK, then accept the certificate.

Install the Intermediate Certificate:
Click on Server Certificate Chain.

Copy and paste the text of the IntermediateCA.crt certificate into the message text box.
Click on OK, then accept the certificate.

If you received a file called IntermediateCA2.crt, install that file as a "Server Certificate Chain" file first. Then go
ahead and install the IntermediateCA.crt file the same way before continuing.

Install your Primary SSL Certificate:
Click on This Server, then copy and paste the your_domain.crt certificate into the message text box.

Again, click on OK and accept the ssl cert.

Now go to the Preferences tab. Click on Encryption On/Off.
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6. Set your encryption to ON and enter 443 for the port number.

7. Hit OK, Save and Apply, and restart your server.



